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Agenda

• Today's Enterprise Mobile App Footprint

• How secure are today's mobile Apps? 

• Why Mobile is Different & why traditional 
perimeter-based security does not Work

• Where do risks arise?

• A better approach



About the Presenter

Simon Scaife – Mobile AppSec Sales Leader



Typical conversation I have… 
I have SAST & 

SCA, but I 
don’t use 
them



Today’s Mobile App 
footprint



Mobile App usage continues to grow

• 90% of mobile internet usage is spent in apps

• 100 billion hours logged in mobile apps each year

• 60% of all web traffic worldwide is from mobile devices

• 71% of employees leverage smartphones for work tasks

Source: https://www.mobiloud.com/blog/mobile-apps-vs-mobile-websites



Mobile is eating the world… 

Desktop vs 
Mobile vs 

Tablet 
market 

share



How Secure are today’s 
Mobile Apps? 



Why is mobile such an easy target?

• Lack of Security on Mobile Devices & Mobile Apps

• Advanced attacker tools are readily available

• Lack of Industry regulation specific to mobile Apps

• Security patches are not applied, missing or delayed

• Lack of Knowledge or low priority for many Businesses

• Sideloading Apps from 3rd Party App Stores



We did our homework, a few million times…
Focusing on apps that contain corporate data

Zimperium Scans Millions of Apps on Public and Private Stores

No runtime protections

(e.g. compromise, emulator zero day 

malware)

Lack of data protection, due to 

insecure storage and transmission  

Insufficient or no code obfuscation



Where exactly are the risks?  

Supply chain 

risk. Third party 

SDKs.

IP Theft.

Repackage 

Apps. Bypass 

paywall. 

Theft of 

credentials. 

Financial fraud.



So what, who cares? 



This can happen to your app!

Premium Subscriptions

iOS Android



And it’s happening to mobile 
banking apps too!



The threats facing your Mobile Apps and users



A better approach



Mobile Application Security Testing (MAST)

● Do you test your app binary before releasing 
to production, in addition to testing the 
source code?

● Do you rely on Pen Testing at the end of the 
development cycle before go live?

SAST, SCA Pen Testing

Binary analysis
(while cooking)



What does a MAST scan look for?



Mobile DevOps Workflow

Monitoring and Defend

SCA
(Software Composition 
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Security Design
Secure Coding 

Source Code 
Scanning (SAST) 
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Embed SDK
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Telemetry – App Threats
Dashboard
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build
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Wouldn’t this be better? 

Mobile 
AppSec in 
action



Key Takeaways

1. Mobile Apps are exposed to different threats when compared to 
Web Apps. So you need to take a different approach to Secure 
DevOps. 

2. Consider MAST for mobile Apps, to bridge the gap between 
source code testing and pen testing.

3. Have a plan for protecting your mobile App when it’s “out there 
in the wild”. 

Source: Zimperium 2024 Global Mobile Threat Report



Thank You
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