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Typical conversation | have...
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Today’s Mobile App
footprint




Mobile App usage continues to grow

- 90% of mobile internet usage is spentin apps
. 100 billion hours logged in mobile apps each year

. 60% of all web traffic worldwide is from mobile devices

- 71% of employees leverage smartphones for work tasks
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Source: https://www.mobiloud.com/blog/mobile-apps-vs-mobile-websites



Mobile is eating the worid...

StatCounter Global Stats

Desktop vs Mobile vs Tablet Market Share Worldwide from Jan 2009 - Aug 2024
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How Secure are today’s
Mobile Apps?



Why is mobile such an easy target?

* Lack of Security on Mobile Devices & Mobile Apps

* Advanced attacker tools are readily available

* Lack of Industry regulation specific to mobile Apps

* Security patches are not applied, missing or delayed

* Lack of Knowledge or low priority for many Businesses

Sideloading Apps from 39 Party App Stores
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We did our homework, a few million times...
Focusing on apps that contain corporate data

No runtime protections 63.6%
(e.g. compromise, emulator zero day
malware)

Lack of data protection, due to Lk

insecure storage and transmission

52.5%
Outdated encryption algorithms

and improper key management
improp y 9 40.2%

Insufficient or no code obfuscation
72.3%
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Where exactly are the risks?

During development

Enterprises building
multi-functional apps

Sensitive Encryption Keys
Data
Proprietary T Data
Code .\ / Privacy
Third — ———=@ Compliance

Party
Code A

Supply chain
risk. Third party
SDKs.
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Once published to stores

Attackers trying to reverse
engineer the app

Abuse
Enterprise Bypass
Find Access Business Logic

Vulnerabilities I /
Steal — e
Code, Data *—
& Keys
Install on 1
rooted devices

/emulators

Deploy
Clones

Repackage

IP Theft. Apps. Bypass
paywall.-

On an end-user’s device

Attackers deploying on-device
attacks via various vectors

Eavesdropping Phishing

Networks
\
Vulnerable
Fake Software
Devices
Risky
Malware Apps
Jailbroken / Zero-Click
Rooted Attacks
Devices

)

Theft of
credentials.
Financial fraud.




Sowhat, who cares?



This can happen to your app!

10S Android

‘}) BHTwitter for Twitter Home / App / News-magazines

Version 9.49 (3.9.1)

~ Awesome tweak for Twitter Features: - Download Videos The Australian 6.9.0 APK + Mod (Subscribed) for Android

(even if account private). « Custom Tab Bar * Video zoom...

Busuu: Language Learning
Version 22,11.0

Hack Features: * PREMIUM

Premium Subscriptions

CerCube+ for YouTube
Version 17.41.2 (5.3.11)

app |/ Entertainment
HBO Max: Stream TV & Movies APK 52.5.1 APK + Mod (Unlimited
money) for Android

Cercube with extra features

Dead Ahead: Zombie Warfare
Version 3.7.6

Hack Features: * Infinite Mana * Instant Warrior Spawn HBO Max: Stream TV & Movies APK

(Show timer, but work) * Freeze Coin * Freeze Fuel

Documents by Readdle
Version 8.3.4

enabled Plus features

Mod info

Dragon for WhatsApp Business
% 8 PP Premium Unlocked, 4K HDR

= Version 2.21.60 (1.7)
lU‘ A powerful tweak for WhatsApp Business! Features:

+ Disable Read Receipts * Disable Typing Indicator * View ...
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And it's happening to mobile
banking apps too!

Queensland woman loses $57k in phone hack scam

An Aussie woman has issued a warning after a scammer stole her life savings through what appears to be no fault
of her own.

Staff writers

© 2minread August 28,2024 -3:47PM % 3 NEWS u

An Aussie woman has issued a warning after a scammer stole her life savings through
what appears to be no fault of her own.

Deslie Harvey, a 79-year-old grandmother from Queensland, recounted her horror at
sitting in hospital with her sick husband when, in the space of less than 30 minutes, she
watched on as her bank account was wiped clean.

A hacker had somehow gained control of her phone remotely and successfully put
through seven transactions.

They were able to bypass security measures when an authorisation code was sent to
her mobile — as they already had access.
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The threats facing your Mobile Apps and users

Threat Map
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Il Dangerzone Encountered
B Device Compromise
Malicious Website Encountered
Il Malware Detection
Bl Man-in-the-Middle

Il Rogue Access Point Encountered

Il Scan

Threat Trend (logarithmic scale)




A better approach



Mobile Application Security Testing (MAST)

e Do you test your app blnCII’y before releasmg How do you validate that security measures put in place
to production, in addition to testing the are working against attacks in the real world?
source code?

. We h Applicati
e Do you rely on Pen Testing at the end of the Secirifyv"la'esgiﬁgc(zsqll'r; _63%
tools

development cycle before go live?

We rely on penetration

testing 2%

SAST, SCA Pen Testing

We have runtlmv?stif;ritlei:; 1%
Binary analysis p—

(while cooking)

cream

We just trust it to work 5%

olive ol

I | )

| linguine
i

Other 0%

Ba o

garlic

1J‘ (0 salt&PéPPF’{r}
’ _J““w butter (/.) : » . -

optional
seasoning
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What does a MAST scan look for?
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Is there sufficient protection against
reversing, tampering with, and repackaging
malware?

[Can the app protect itself from attacks on

the end-user's device?

- 1,
Is the app exposing sensitive functionality
and data when using the underlying
platform capabilities? 5
— 1,

Have third-party components the mobile
app uses, such as libraries and frameworks,
checked for known vulnerabilities?

e

-

A,

~

Is sensitive data being leaked on
compromised devices & networks?

.

IConsumer Facing Apps ° I

Built Internally

Developed by a Third Party

IWorkaac.e Productivity Apps ° I

Built Internally

Developed by a Third Party

’!\ ™

Is sensitive data being exposed to other
apps or leaked to cloud storage, backups, or
the keyboard cache?

\, >
A : : 2
Are you using proven cryptographic
schemes, and will it be sufficient when the
_attacker controls the devices? )
b ~
Are you handling authentication securely
when giving access to remote services via
the app?
\. >

Are you ensuring the confidentiality and
integrity of information exchanged between
the mobile app and remote endpoints?

Does the app comply with industry best
practices and regulatory requirements?
(MASVS ; OWASP ; PCI; NIAP ; GDPR;

HIPAA)




Mobile DevOps Workflow

Source Code

Scanning (SAST) Pen Testing .’ Kgngaétinot:-ee

GET ITON

»® Google Play

Accelerate
release Publish
o o O

AN Des.lgn Monitoring and Defend
Secure Coding

Telemetry — App Threats

Embed SDK Code Obfuscation Dashboard
SCA
(Software Composition
Analysis)

MAST scan on every

build

Continuous & Automated
Security Assessment
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Wouldn’t this be better?

9:41 all T @m

Our anti-malware tool
has detected potentially
unauthorised screen-sharing
on your device.

M b : I To safeguard your account, your access to
o I e ) restricted for now. It will
be restored once screen-sharing has stopped.
[ ]
If you are not doing any screen-sharing, this
A p p s ec I n may be a sign of a malware attack. Please call
our fraud hotline at (] to activate

Safety Switch immediately.

[ ]
a ct I o n This will protect your Cage==3 account by

blocking access to your funds.

FIND OUT MORE

[ CLOSE APP ’
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Key Takeaways

Mobile Apps are exposed to different threats when compared to
Web Apps. So you need to take a different approach to Secure
DevOps.

Consider MAST for mobile Apps, to bridge the gap between
source code testing and pen testing.

Have a plan for protecting your mobile App when it’s “out there
in the wild”.
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Source : Zimperium 2024 Global Mobile Threat Report



Jownload Collateral &
'mited App Scans for 3

Scan the QR
to view Zim
and get acces
of zScan, our
testi

Thank You

rium.com/app-security-collat
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